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ABSTRACT

This paper discussed the legal aspect and chaliesfggig Data as an emerging technology. The pegplored
how Big Data with its physical and information atebture fits in terms of privacy and intellectyabperty rights. The
study explored many privacy challenges includingvhgig Data blur the boundaries between governmamjness and
individuals. In relation to Big Data patent and goght protection, the study concluded that there kack of legal
framework or litigation to resolve legal issuesrtRarmore, a legal Big Data model is needed in rordanage risk and

become an essential factor for the success of ith®&ta projects.
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INTRODUCTION

"Big Data" emerged as a new technology with enosnsocial and economic values. During the last decad
technology advancement in terms of computing posterage capacity, analytics and the high voluntetha availability
of information gave rise to the "Big Data", whichade several businesses, governments, and the pgobbe more
interested in this technology.

WHAT IS BIG DATA?

Data evolved from small scale to large scale aftdimited channels became available. Informatiocomgr each
year and it will grow in volume by 40% per yearraded by McKinsey Global Institute (Manyika, 201The source of
Big Data varies and originates from everywherem@te information gathered using sensors, posthdcstcial media
websites, financial and transactional records ase & few examples (Munir, 2015). There are sewedihitions of Big
Data, which may differ based on the context. ThekKMsey Global Institute (MGI) defined Big Dataasatdsets whose
size is beyond the ability of typical database sotw capture, store, manage and analyze." (Manykd1). Tech
American Foundation defined Big Data as “high valgaomplex and variable data that require advdrteehniques and
technologies to enable the capture, storage, loligin, management, and analysis of the informat{dlavetta, 2013).
Tech American Foundation outlined Big Data by thi@etors: volume, velocity, and variety. Othersliie veracityas a
fourth factor. The word volume refers to the datdhe data density that must be analyzed or managsdcity refers to
how fast the data is being generated or produceéidecspeed of the processed data. This will enaaletime data analysis
and quick decision-making. Variety refers to thH#edent data processed or analyzed such as a wtedctunstructured,
text-based, internal and external type of datat, hasacity refers to the source of the data andthdr the collected data
are accurate and the source is trusted. (Elst&éB)20

In the business context, Big Data means that aanizgtion must access inconceivable amount of tstred and

unstructured data. In addition, the organizatiorstmaalize that they will obtain valuable insightscapturing, structuring
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and analyzing these massive volumes of data amdftiie improve how an organization does busineks. drganization
must also leverage data analysis tools and dagatsstiemployees to capture, cure, store, seangyze and share these
valuable data. Additionally, the organization néecddress potential limitations, security and legks associated with

the processing of Big Data (Navetta, 2013).
BIG DATA IN LEGAL TERMS

Before discussing the legal terms of Big Data, reaind the purpose of data and information shoeldéddined.
Data as information such as messages or commomalisa which is not confined to boundary or liméiiee not subjected
to legal rules or ownership. However, legal ternmsl aspects are considered when data is represastadigital
information on a disk or database software. Theegfthe rights and duties are in relation to dadeage and not to the
data itself. These rights and duties are conspitbrough intellectual property rights (IP). There two levels of the
legal framework of Big Data. The first level is thiysical infrastructure, which includes hardwaretsas servers, devices
and networks, and software such as operating sgsterd database applications. The second leveleisnformation

architecture such as database schema, data matéhtabase architecture (Kemp, 2014).
BIG DATA AND PRIVACY CHALLENGES

Big Data provides enormous opportunity for econognmwth in many fields including national securitgedical
research, engineering, and technology to name aHewever, Big Data privacy concerns have growrhlmtblicly and
privately. The widely noticed privacy concerns cofr@m blurring the boundaries between governmeuosiriess and
individual, which may lead to social problems sashracial profiling, discrimination or freedom mésions (Polonetsky,
2013). There are tremendous challenges to privacthé domain of Big Data due to many reasons imetudhe
availability of data through different avenues sw@shmobile devices that have the capability ofkirag locations. In
addition, the advancement in the infrastructurdnaagcthe availability of high-speed transfer nelgand robust operating
systems. The large storage capacity and the hiiighesfcy data processors besides cloud computidglaa computational
frameworks such as Apache Hadoop (Munir, 2015)adireeasons, which influences the privacy of BigtdaAnother
challenge to Big Data privacy is the ability to rext and interpret data from data such as datargpimdm the internet
logs, surveillance cameras, mobile phones andtcaedi debit cards (Munir, 2015). Often, Big Datalaes identification
of data subjects using non-personal data. This wéhaken anonymization, which will cast doubt on #sential
distinction between personal data and non-persdat (Ohm, 2010, P.57). There are also concernst @ahgomated
decision making through automated processes irDRig about individual's life such as benefits bligy, credit ratings,
or job prospects (Omer, 2013). The ability to comband mining data will provide more and deep imfmion about

individual lives.
INTELLECTUAL PROPERTY OVERVIEW

Intellectual property refers to the creations ofge. The law provides intellectual property rigtdghose people
who create their unique and original work in orderprotect their creations from any infringementtsuas work
distribution or copying the work without authorimat. The list of protected subject matter includiesrary, artistic and
scientific works, inventions, industrial designsdatrademarks. Intellectual property relates to tmowledge or

information and not to the tangible media or olgéttvas incorporated in. To protect the intellettoroperty of Big Data,
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there are different mechanisms and challenges iassdavith them (Dogra, 2012). Mechanisms suchopyright, patent,
and trademark will be discussed in relation to Baga and their challenges.

BIG DATA ANDCOPYRIGHT PROTECTION ISSUES

Copyright refer to the exclusive legal given rigihthe creator of the work by law to use or disttédothe work for
a limited time. Therefore, the author has exclusigéts to his creation and such rights includevprging production or
rights to make copies. In the United States, edaitr datasets or as known as compilations are g@esteunder U.S
copyright Act (1976). Compilation, as defined b tAct, is " collection and assembling of preexigtinaterials or data
that are selected, coordinated, or arranged in augay that the resulting work constitutes an aagiwork of authorship”
(17 U.S.C § 101). In relation to dateopyright protects the expression of informationl awot the original information
itself. This expression includes software and ¢erdatabases. To prove copyright infringement,dlaém must proof that
the work is original and not copied from elsewheév@reover, the claimant is the owner of the workcan sue on that
copyright and the work is within the copyright metj and there is a copyright infringement. Databaggyright differs
from software copyright; the standard of originalg higher. On 1991, Supreme Court ruledranst Publicationsv. Rural
Telephone Service Co. (1991) that white page telephone directories wetecopyrightable. The main reason was that the
compilations were not sufficiently original for pgeation. The implicit meaning of the ruling is tfiglowing. For a
compilation such as a white page directory or autdcdatabase to be protected by copyright, it nmaste a minimal
creative selection or arrangement process. Thergfart of the author’s intellectual creation isatbange and select the
database contents. In addition, data protectidndies dataset aggregation even if the data isgbdine public domain and
therefore, not confidential (Kemp, 2014).

Birnhack noted that for a very large dataset, thtalthse is usually unstructured. Therefore, thenmeoi data
arrangement or a particular form. To protect BigeDdatabase under copyright Act, the selection, thadarrangement
must be creative, which is not always the caseifistructured Big Data database. The database densbould consider
alternative protection such as using technologicatection measures. Another alternative is to yapalde secret law to
keep data confidential (Birnhack, 2013). One of ¢hallenges to protect Big Data is to assess avidwerisks such as
data source, the term, and use of both structundduastructured data and any contract or licensasteThere are many
reasons for little litigation in the Big Data domain the financial sector processing market dapplen at great speed,
which makes the evidential burden informal dispetolution to show what happened, time-consumingcastly(Kemp,
2014). In addition, organizations that rely on daiaing do not know in advance, what they may discptherefore, they
cannot provide adequate notice or authorizatiocamnot knowingly consent to the use of their daiaing for Big Data
analytics (Rubinstein, 2013)

PATENT PROTECTION

In the domain of Big Data new technologies is usedry day to extract useful information from thatal In
addition, these technologies sometimes combine alat@ned from multiple and different sources. Ogenrce project
Hadoop is one of the best examples of Big Datayaitatool that works with the cloud services (Cueyhl2013). Unlike
to structured related databases, Big Data is yswalstructured or semi-structured. From an infradtire perspective,
very few tools can process Big Data. Thereforegamshers are working to develop processing platfmmiBig Data and

this would drive innovation. However, there is Istlhhck of patent litigation that addresses indastiintellectual
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property(Sheng, 2012).

Big Data innovations require a disciplined approactboth development and management. One of thegss
which is related to patents in Big Data, is thgbaithms are abstract ideas and do not fulfilleligibility requirements for
patent protection. Patent protection is for proessthat are novel, non-obvious and useful. Anotimeitation is the
definiteness requirements, so patent claim, musiuténed indefinite terms. This rule made Fed@&ituit to invalidate
patents claiming processes that rely on subjegtiggments. IrDatamize LLV v. Plumtree Software Inc. (2005), the court
patent claims failed the indefiniteness requirembatause it relied on the subjective opinion pkeson performing the
claimed invention(Mattioli, 2014). However, somevieers proposed intellectual property protectiomfesvork for Big
Data. For example, Kappos, proposed a frameworlichvbomprises the four-step process. The first s&ep facilitate
meetings with Big Data stakeholder and focus grolipen to create invention ideas workshops. Theraddress
intellectual property law issues and finally, tovellep best practices and templates for Big Dataichviis related to

invention, gathering and evaluation (Kappos, 2014)
TRADEMARK PROTECTION

Trademark protection grants the owner the exclusiylet to use them to identify goods or serviceBe Tnain
trademarks intellectual property rights are usualpplied to data product and not to the actual.datda is normally
considered separate from the service or produdthahis marketed. The owner who limits that tramdek cannot prevent
the third party from the ' honest use' of its maflkiswas used in a descriptive way. For exampl&olden Nugget, Inc. v
American Sock Exchange, Inc (1987), the American Stock Exchange (ASE), isslisted and traded options without
Golden Nuggets consent. Golden Nugget's stock elhithat ASE had misappropriated its property affithiged Golden
Nugget trademark. The US circuit court found Goléiergget gave up any proprietary rights in the shéaving sold its
shares to the public (Kemp, 2014).

CONCLUSIONS

Big Data defined by its four factors, volume, véyjevelocity, and veracity, opened new avenuesnianaging
and analyzing unstructured data. Big Data becomentan every day. Companies use Big Data to coletdlyze large
dataset to advance their business. Big Data aoslggcame widely used in many organizations. Despé extensive use,
however, there are legal challenges in privacy iatellectual property protection. For instancegegal framework that
protects personal and business data in Big Dathsent. In addition, a legal model to clearly defimd explain the rights
and duties for Big Data will not only manage risk lill also become an essential factor for sudcé&ig Data projects.
A data protection with its different forms includircopyright, patent or trademark guideline for Bdgta should be

adopted by organizations. However, data protectfanuld strike the right balance between threatsoppertunities.
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